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• What is PowerShell?



PowerShell
is not a 

command shell



System.Management.Automation.dll



.NET



Full .NET on Windows 

vs.

.NET Core



Windows PowerShell 

vs.

PowerShell Core



Host Processes 



powershell.exe

powershell_ise.exe

pwsh.exe



So what?



Piping Objects

(not text)



Get-Process



Get-Process



Get-Help -Full Get-Process



Get-Process



Get-Process | Get-Member



Get-Process



Get-Process



Get-Process |
Select-Object -Property *



Get-Process



Get-Help -Full <CmdLet>

<CmdLet> | Get-Member

<CmdLet> | Select-Object



• PowerShell Security



Why do hackers
threat actors

love PowerShell?



PowerShell is a 
built-in and coder-friendly 
wrapper for the entire OS



.NET Class Library
COM Objects
WMI Service
Windows API

Native Binary Tools



WSMan
RPC
SMB

HTTPS
SSH

Raw TCP/UDP 



“PowerShell Attacks”



Post-Exploitation

vs.

Initial Compromise



CISO:

“How do I secure 
PowerShell?"



Separately from the OS?

You can't, not separately



Focus on 
host and network

hardening



Upgrade to Windows 10

Quickly apply updates



Limit administrators

Use multi-factor 
authentication



Host-based firewalls 

IPsec for zero trust



Antimalware Scan 
Interface (AMSI)



Application
Control



PowerShell
Constrained

Language Mode



CISO:

"Why not just block
PowerShell completely?"



CISO:

"Why not just run 
PowerShell in a 

sealed sandbox?"



PowerShell logging
is great!



• The Future



Why PowerShell Core?



Over half the virtual
machines in Azure

run Linux



Most IoT devices
run Linux



Many developers
use macOS



https://redmonk.com/sogrady/2020/07/27/language-rankings-6-20/





Python

 Coder-Friendly
 Cross-Platform
 Object-Oriented
o Built-In ?



https://devblogs.microsoft.com/python/python-in-the-windows-10-may-2019-update/





Windows Subsystem
for Linux



PowerShell Core:

"If we build it, 
they will come."



https://GitHub.com/PowerShell

.deb, .rpm, .pkg, .msi
snapcraft.io
C# source 



Ubuntu 18.10 and later:

snap install powershell --classic



Regarding 
PowerShell
networking

cmdlets:



Samba
systemd

ZFS





https://github.com/PowerShell/PowerShell/issues/5974
https://github.com/PowerShell/PowerShell/issues/13428
https://github.com/PowerShell/PowerShell/issues/1995



PowerShell

 

/etc config files



Puppet
Chef

Ansible
Salt

Desired State Configuration





DSC is probably dead





PowerShell Core
on Windows?



PowerShell + OpenSSH 
is great!



Faster Performance:

ForEach  -Parallel
Invoke-RestMethod
Invoke-WebRequest



When will
PowerShell Core

be installed
by default?





"In order for [automatic 
updates] to update your 
Terminal version, it will 
terminate the current 

session."  

This includes PowerShell 
Core installed from the 

Microsoft Store too!



9-second start delay
on Windows running

in some air gap networks



https://github.com/PowerShell/PowerShell/issues/10983
https://github.com/PowerShell/PowerShell/issues/11074



The 
Windows 

Compatibility 
Module

Get-Help about_Windows_PowerShell_Compatibility

"Pay no attention to that Windows PowerShell 
remoting session behind the curtain!"





https://redmonk.com/sogrady/2020/07/27/language-rankings-6-20/



The future of PowerShell 
on Windows is bright and 

getting more popular 
every year



Thank You 
for attending!



SANS Institute Courses

PowerShell:  SEC505

Python:  SEC573



@JasonFossen

jason@sans.org

https://BlueTeamPowerShell.com


